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INOJIO’)KEHUE

OB OBECIIEYEHHUH BE30IIACHOCTH INEPCOHAJIBHBIX JIAHHLIX .
ITPU UX OBPABOTKE B HHOOPMALIMOHHBIX CUCTEMAX INEPCOHAJIbHBIX TAHHBIX
OBPA30BATEJIBHOI'O YYPEXKIEHHUSA

1. Hacrosmiee ITonoxeHue yctaHaBiuBaeT TpeOOBaHUS K 00ECIIEUEHHIO 6€30MaCHOCTH
NEPCOHATBHBIX JaHHBIX NPHU UX 00paboTke B MH(GOPMAIMOHHBIX CHCTEMaX IMEPCOHAIBHBIX
JNaHHBIX B 0OOpa30BaTENbHOM YUpeXIeHHH. [lojokeHue pa3spaboTaHo B COOTBETCTBHU C
TpeOOBaHUAMHU (peepabHOTrO 3aKOHOAATENBCTBA O 3alIUTE NEPCOHATHHBIX JaHHBIX.

2. OCHOBHBIE TEPMHUHEI, HCIIOJIb3YEMbIE B HACTOSAIIEM I10I0KEHHH:

1) mepcoHanbHble HaHHbIE — JE00as HHPOPMAIUS, OTHOCAIIASCS K ONPEETeHHOMY HITH
OIpeleNIieMOMYy Ha OCHOBaHMHM TakoW uHGpopmanuu ¢usndeckoMy Uiy (CyObeKTy
NIEPCOHATIBHBIX JaHHBIX), B TOM YHCIE €ro (paMuiIus, UMs, OTYECTBO, I'OJ, MECHI, Hara H
MECTO POXICHHUSI, aIpeC, CEMEHHOE, COLUATBHOE, UMYILECTBEHHOE MOJIOKEHHE, 00pa30BaHME,
npodeccus, T0XObl, Apyras HHHOPMAIHUS;

2) o6paboTKa IEpPCOHANBHBIX NAHHBIX — NEHCTBHS (OIEpalUM) C NEPCOHATBHBIMU
JaHHBIMH, BKIIOYas CcOOp, CHCTEMATH3alMIO, HAKOIUIEHWE, XPAHEHHE, YTOUHEHHE
(oOHOBIIEHME, H3MEHEHHE), HCIOJB30BAHUE, DACIpOCTpaHeHHe (B TOM YHCNE Iepenauy),
00e3uyKBaHKe, GJIOKUPOBAHNE, YHHUYTOXEHHE IEPCOHATBHBIX JAHHBIX;

3) pacmpocTpaHeHHe NePCOHANBHBIX JaHHbIX — AEHCTBHS, HAPABIECHHEIE HA IIepeady
IEPCOHATBHBIX NAHHBIX ONPENEICHHOMY KpyTy JUIl (Iepeada MepCOHANbHBIX JaHHBIX) MM
Ha O3HAKOMJICHHE C I€PCOHANIbHBIMHM JaHHBIMU HEOIDAHHYEHHOTO Kpyra JIKIl, B TOM YHCIIE
00HApO/I0BaHKE TIEPCOHATBHBIX JaHHbIX B CPEACTBAX MACCOBOM MH(POPMALMH, pa3MelIeHHE B
MH(POPMAIMOHHO-TEIEKOMMYHUKALMOHHBIX ~ CETAX WM IPEJOCTaBIEHHE JOCTya K
NEPCOHAIBHEIM JaHHBIM KaKHM-JTH00 HHBIM CIIOCOOOM;

4) ¥CrONb30BaHUE MEPCOHANIBHBIX JAaHHBIX — JeHCTBHS (OMepaluy) ¢ IepCOHATLHBIMH
JaHHBIMH, COBEpIIAEMBbIE B ILIESIX IPHUHSITHS PEIICHUN WM COBEPIICHUS WHBIX IEHCTBHMA,
IOPOXIAIOLIMX IOPUINYECKUE TIOCIEACTBHS B OTHOIICHUH CYOBEKTa MEPCOHATBHBIX JTaHHbIX
HIM JAPYTUX JIMI JIMO0 MHBIM 00pa3oM 3aTpardBaiolluX IpaBa ¥ CBOGOIBI CyOBEKTa
NEPCOHANBHBIX JaHHBIX WM APYTUX JIMIL;

5) OnoxMpOoBaHHME NEPCOHANBHBIX [aHHBIX — BPEMEHHOE MpeKpameHue cb6opa,
CHCTEMaTH3alluH, HAKOILJIEHHS, MCIIOIb30BaHMUs, PaCIIpOCTPAHEHUS IEPCOHANBHBIX JAHHBIX, B
TOM YHCJIE UX IIepeiavn;

6) YHMYTOXXECHHE IIEPCOHAIBHBIX [AHHBIX - JEHCTBHSA, B pe3yIbTaTe KOTOPBIX
HEBO3MOXXHO BOCCTaHOBUTEL COIEP)KAaHME IEPCOHAJIBHBIX MAHHBIX B HHGOPMAIHOHHOM
CHCTEME IIEPCOHAIBPHBIX NaHHBIX MJIM B PE3yJIbTaTe KOTOPHIX YHUYTOXKAIOTCS MaTepHaIbHEBIE
HOCHUTEIIU NEPCOHATBHBIX JAaHHBIX;

7) uHGOPMAMOHHAS CHCTEMa MEPCOHANBHBIX JAHHBIX — HH(POPMAIMOHHAS CHCTEMA,
IPEe/CTaBIISAIONast Co00¥ COBOKYIHOCTh NMEPCOHANBHBIX NAaHHBIX, COIEp)KAIIMXCs B 6ase
JaHHBIX, a TaKXe WHPOPMAIMOHHBIX TEXHOJOTMM M TEXHHYECKHMX CPEJCTB, IO3BOJISIOIIMX
OCYINECTBIATH OOpabOTKy TaKMX IEPCOHAIBHBIX JAaHHBIX C KCIIOJH30BAHUEM CPEJICTB
aBTOMATH3alMH WK Oe3 HCIIOIB30BAHUS TAKKX CPEACTB (najee - MHGOpPMaLHOHHAs CHCTEMA)

8) TeXHHYECKHE CPEJCTBA, IO3BOJISIONIME OCYLIECTBIATH 0OpabOTKY MepCOHATbHBIX
JaHHBIX — CpEICTBA BBIYUCIUTEIBHOM TEXHHKH, WH(POPMAIIMOHHO-BEIYHCIHTEIBHEIE
KOMILJIEKCEI M CETH, CPENCTBA M CHCTEMBI NEpeayuy, NpreMa ¥ 00pabOTKH MEPCOHATBHBIX
JaHHBIX (CPENCTBA M CHCTEMBI 3BYKO3AlMCH, 3BYKOYCHIIEHHS, 3BYKOBOCIPOH3BEICHHS,
IIEPErOBOPHBIC U TEJICBU3MOHHBIE YCTPOMCTBA, CPEACTBa M3TOTOBIICHUS, THPAXUPOBAHUS
JAOKYMEHTOB M IPYrHe TEXHHYECKHUE CPENCTBAa 00pabOTKH pedyeBoi, rpaguueckoi, BUIEO- U
OykBeHHO-IU(POBOI HHDOpPMALMM), TPOrpaMMHBIE CPEICTBA (ONEPALHOHHBIE CHCTEMBL,




CHCTeMbl YIpAaBIGHHS 0asaMy JaHHBIX H T.L), CPEACTBA 3allATHI uH(pOpMAIHH,
TIpEMEHsIeMbIe B MH(POPMAILIHOHHBIX CHCTEMAX.

3. BesomacHOCTh IIEPCOHANBHBIX ~JAHHBIX ~JOCTHraeTcss —IyTeM — HCKIHOYCHHA
HEeCaHKIMOHUPOBAHHOTO, B TOM YHCJIE CIy4aHHOro, NOCTyNa K TIIEPCOHANIBHBIM JIAHHBIM,
pe3yNbTaTOM ~KOTOPOTO ~MOXET —CTarh —yHHHTOXEHHC, u3MeHeHue, OJOKHMPOBAHUE,
KONMMPOBAHHE,  PACIPOCTPAHEHHE  NEPCOHATBHBIX  MAHHBPX, 4 TaK)Ke  HHBIX
HeCaHKIMOHUPOBAHHBIX JEHCTBHH.

Be30macHOCTh IMEPCOHANBHBIX [AaHHBIX IIPH HX 06paGoTke B HMH(MOPMALMOHHBIX
crcTeMax OGEeCIIeUMBAETCS C IOMOIIBIO CHCTEMBI 3allUTHl TEPCOHANBHBIX  NaHHBIX,
BKJTIOYUAIONIEH OpraHu3allMOHHBIE MEPBl M CPENCTBa 3alIUTRI uHpoOpMaIK (B TOM YHCIIE
U poBaIbHbIE (xpunTorpaduIecKue) CpencTBa, cpencTsa IpeIOTBPAILEHHS
HECAHKIMOHUPOBAHHOTO JOCTyNa, YTEUKH MHGOPMAIMA IO  TEXHHICCKIM KaHajlaM,
IPOrpaMMHO-TEXHAYECKMX ~ BO3NCHCTBHH  Ha  TEXHHHECKHC cpenctBa  00pabOTKHU
IIepCOHATBHBIX ~NAaHHEIX), @ TakkKe WCIONb3YeMbIe B UHPOPMALMOHHOM  CHCTEME
uH(pOPMAIMORHEIE TEXHONOTUH. TEXHMYECKHE W  MPOrpaMMHBIC CpencTBa  JIOJDKHBI
YIOBIETBOPSTh yCTAHABIMBACMBIM B COOTBETCTBUM C 3aKOHOATENHCTBOM POCCHHCKOH
denepanyy TpeOOBAHHMAM, 00SCICUMBAIOIIAM 3aIIUTY uH(pOpMAaIIVH.

Ilns obecredyenus 0E30MACHOCTA IEPCOHATBHBIX JAHHBIX IIPH ux oOpaboTke B
MHQOPMAIMOHHBIX ~ CHCTEMAaX  OCYIIECTBISETCS — 3alllATa peueBoil MHopMaIUH K
uHdOpMammK, 00paGaTHIBAEMOM TEXHMYECKMMH CPEICTBAMH, 4 taxxe wHGOpMaIUH,
IIPE/ICTABNEHHOH B BHIEe HHQOPMATUBHEIX JJEKTPUYCCKHUX CHUIHANOB, (usmuuecKuX MOJIEH,
gocuTenel Ha 6yMaKHOM, MAarHUTHOM, MArHUTHO-OIITHYECKOM ¥ MHOM OCHOBE.

4. PaBoTHI IO 0OECeYeHIO 6E30MaCHOCTH NEPCOHATBHBIX JaHHBIX IIPH HX 00paboTKe B
HHQOPMAIMOHHBIX CHCTEMAx SBIISIOTCH HEOThEMJIEMOM dYacThiO pabOT MO CO3IaHHIO
HWH(POPMAIIMOHHBIX CUCTEM.

5. VH(OpMAIMOHHBIE CHCTEMBI KIACCHQUUIUMPYIOTCS B 3aBUCHMOCTH or obOnreMa
06pabaThIBaeMbIX UMK IEPCOHAIBHBIX JAaHHBIX W YIpo3 6e30MMacHOCTH XU3HEHHO BaXKHBIM
HHTEpecaM JIMYHOCTH, 00IIeCTBa ¥ roCy1apCTBa.

TIopsIOK TPOBEJEHHs KiacCHpuKanuy HHPOPMAIMOHHBIX CHCTEM yCTaHABIMBAETCS
coBMecTHO (DeepanbHOM CIyXOOH MO TEXHHYECKOMY H  OKCIIOPTHOMY KOHTPOJIIO,
denepanbHOil  CTykO0H 0GE3011aCHOCTH Poccuiickoit @enepauuu ¥ MHHHCTEPCTBOM
HH(QOPMAIMOHHBIX TEXHOJOTUH U CBA3H Poccuiickoit ®@enepanun (IIpuka3s DenepanbHOR
CTyXOBl 0 TEXHWYECKOMY H OKCIIOPTHOMY KOHTPOJIO Ne55, @enepanbHOM CIyKOBI
6esomacHocT Poccumiickoit ®enepamuu  Ne86 u  MuHHCTEpCTBA uH(OPMAITMOHHBIX
TexHOIOrMH M cBs3u Poccmiickoit ®enepauu Ne20 oT 13.02.2008 r. "O6 yTBEpXKICHUU
OpSIIKA TIPOBEIEHHS KTacCHuKanyy HHPOPMAIMOHHBIX CHCTEM TIepPCOHABHBIX TAHHBIX").

6. O6MeH [epCOHANBHBIME TaHHBIME IIPH UX 00paboTKe B HH(GOPMALMOHHBIX CHCTEMax
OCYIIECTBJIETCS IO KaHalaM CBSI3H, 3allluTa KOTOPBIX obecrieunBaeTcs IMyTeM peanu3alyu
COOTBETCTBYIOIIMX OPTraHU3ALMOHHBIX Mep M (WiIM) TyTeM NPUMEHEHH: TEXHUYECKHUX
CpPEICTB.

7. PasMemeHue MHGOPMAIMOHHBIX CHCTEM, CIECHHAIBHOC 060py/IOBaHHE M OXpaHa
[TOMEIIeHnH, B KOTOPBIX BeJIETCs paboTa ¢ MepCcoHaNbHBIMU TaHHBIMH, OpraHu3atlisl pexuma
oBeceueHns GE30MacHOCTH B JTHX IIOMEIIEHHSX NOJDKHBI ODecreumBarh COXPaHHOCTH
HOCHTEJEH IEPCOHATBHBIX JAHHBIX W CPEJCTB 3allATBI uH(OpMAIIH, & TaKXKe HCKIIOYATh
BO3MOYKHOCTh HEKOHTPOJIMPYEMOTO MPOHUKHOBEHHS WIH IPEOBIBAHMS B STHX IMOMEIICHHAX
IIOCTOPOHHUX JIMIL.

8. O6pa3oBaTeNbHOE yUpEKICHUE 00513aHO obecmeurBaTh 0€30MaCHOCTh MEPCOHATBHBIX
J@HHBIX TIPH X 06paboTKe B HHPOPMAIMOHHON CHCTEME

9. ITpu 06paboTKE NEPCOHATBHBIX NaHHBIX B MH(QOPMAIHOHHON CHCTEME JOJDKHO OBITH
o0ecneyeHo:

a) [IPOBEJICHUE MEPOTIPUSTHH, HarpaBJICHHBIX Ha IpenoTBpalleHUe
HECAaHKIHOHMPOBAHHOTO JOCTYTA K IIEPCOHANBHBIM IAHHBIM 1 (unm) mepefiauM UX JIMaM, He
MMEIOIIIM TIpaBa JI0CTyIIa K TaKo# HH(bOpMALKH;



0) cBoeBpeMeHHOE OOHapyXeHHe (AaKTOB HECAHKIMOHMPOBAHHOIO JOCTYyHa K
IIEPCOHAIBHBIM JAHHBIM;

B) HEJNONYIIEHHE BO3JEHCTBHSI Ha TEXHMYECKHE CPENCTBA aBTOMATH3MPOBAHHOM
00pabOTKK NEPCOHANBHBIX JAaHHBIX, B PE3yJbTaTe KOTOPOTO MOXET ObITh HAPYLIEHO HX
(bYHKIIMOHHPOBAHHME;

) BO3MOXHOCTh HE3aMEIMTEIPHOTO BOCCTAHOBIEHHS IIEPCOHANBHBIX JAHHBIX,
MOIU(DHUUMPOBAHHBIX HJIM YHHYTOXKEHHBIX BCIIEJCTBUE HECAHKIIMOHMPOBAHHOTO HOCTYIA K
HHM;

) TOCTOSIHHBIM KOHTPOJb 3a O0ECIEYEHHEM yPOBHS 3AIIUIIEHHOCTH HEPCOHAIbHBIX
JTAaHHBIX.

10. Meponpustus mo obecrnedeHHI0 Ge30MaCHOCTH MEPCOHATBHBIX NAHHBIX TPH HX
00paboTke B HH(GOPMAILOHHBIX CHCTEMAX BKIIIOUAIOT B CeOS:

a) ONpejeNeHHe yYrpo3 6Ge30MacHOCTH IEPCOHANBHBIX MAHHBIX NPH HX 06paboTke,
(opmupoBaHKE Ha UX OCHOBE MOJIEH YTPO3;

0) paspaboTKy Ha OCHOBE MOZENH YIpo3 CHCTEMBI 3aIUTHI MEPCOHATBHBIX NAHHBIX,
obecrieuynBaromell HeHTPATH3aLKIO PEANOIAraeMBIX YITPO3 C HCIOJIB30BAHHEM METOIOB H
CIIOCOOOB 3AIMTHI MEPCOHANBHBIX NAHHBIX, NPEIYCMOTPEHHBIX JUIS COOTBETCTBYIOIIETO
Kj1acca HH(POPMAIIMOHHBIX CHCTEM;

B) IIPOBEPKY TOTOBHOCTH CDEACTB 3allUTHl HH(GOPMAMH K HCIIOIB30BAHUIO C
COCTaBJICHUEM 3aKJIIOYEHHUH O BO3MOXXHOCTH MX IKCILIyaTalliH;

T) YCTaHOBKY ¥ BBOJ B 9KCILIYaTalUIO CPEICTB 3aIIUTH HHGOPMAIINY B COOTBETCTBHH C
OKCILTyaTallHOHHOM M TEXHHUYECKOH TOKyMEHTal1eH;

A) oOydveHue JHUI, MCIOIB3YIOMIKMX CPEACTBA 3AIUTHl HH(POPMAIMH, IPHMEHSEMbIC B
MH(OPMAIMOHHBIX CHCTEMAX, IIPABUIIaM PaOOTHI C HIMH;

€) Y4YeT TPHUMEHSEMBIX CpEICTB 3allMThl HHGMOPMAIMH, OSKCILIYaTALHOHHOM u
TEXHUYECKON NOKYMEHTALUK K HUM, HOCUTEIEN EPCOHATBHBIX TaHHBIX;

)K) y4eT JIAII, TOMYIEHHBIX K paboTe ¢ MepCOHANBHBIMHI JAHHBIMA B HH(MOPMALHOHHOMN
CHCTEME;

3) KOHTPOJIb 32 COOMIOICHHEM YCIIOBUH HCIIONB30BAHMS CPEICTB 3aIUTHl HHYOPMALIHIH,
NPENyCMOTPEHHBIX OKCIIIyaTallMOHHON M TEXHHUYECKOM JOKYMEHTAIUEN;

) pa30MpaTeNbCTBO M COCTABICHUE 3aKIIOUEHHH MO (aKTaM HeCOOIIONEHHS YCIOBUA
XPaHEHHs] HOCHUTENEH MEPCOHANBHBIX JAHHBIX, HCIONB30BAHUS CPENCTB  3aLIMUTHI
MHQOpPMAlMK, KOTOpBIE MOTYT [pPHBECTH K HAPYNICHHIO KOH(MICHIMAILHOCTH
NEPCOHANBHBIX JAHHBIX WM [IPYIdM HapYIICHUSM, NPUBOASINMM K CHIDKEHHIO YPOBHS
3AIUIICHHOCTH NEPCOHATBHBIX NaHHBIX, pa3pabOTKy U IPHHATHE MEp 110 MPEIOTBPAIIECHUIO
BO3MOJKHBIX OIIACHBIX IOCIIEACTBHH ITOJOOHBIX HAPYLIECHMII;

K) ONHCAHHWE CHCTEMBI 3AllIUTHI IEPCOHATBHBIX IAHHBIX.

11. Jinga pa3paGoTKH U OCYLIECTBIIEHHS MEPONIPHATHH MO 06ECIIEUEHHIO GE30MACHOCTH
NEPCOHANBHBIX JaHHBIX NpH HX 00paboTke B HMHGOPMAMOHHONW CHCTEME Ha3HAYACTCS
JOJDKHOCTHOE JMIO  (pabOTHHK), OTBETCTBEHHBIH 3a OOECIEUeHHEe OE30MacHOCTH
IIEPCOHAIBHBIX TaHHBIX.

12. Jluuma, mpoCTym KOTOPBIX K NEPCOHATBHBIM JAaHHBIM, O0OpabaThIBAeMBIM B
MH)OPMALMOHHON ~CHCTeMe, HEOOXONMM JUI BBIIONHEHHS CIIy)KeOHBIX (TPYHOBBIX)
00513aHHOCTEH, JOMyCKAIOTCS K COOTBETCTBYIOIIMM NEPCOHATBHBIM JAaHHBIM HA OCHOBAHUH
CIIUCKa, YTBEPXKACHHOTO PYKOBOAMTEIEM 00pa30BaATEIBHOIO YUPEKIECHHUS.

13. 3anpocer nose3oBaTeneit HHGOPMALMOHHON CHCTEMBI Ha TIOTyYeHHE IEPCOHATBHBIX
AQHHBIX, BKIIHOYas JHMI, YKa3aHHBIX B IMyHKTe 12 Hactosmero IlomoxeHus, a Takxe (GakThl
IpEOCTABICHAS  MEPCOHANBHBIX  OaHHBIX II0 O3THM  3alpocaM  PETHCTPHPYIOTCS
ABTOMAaTH3UPOBAHHBIMU CPEACTBAMH MH()OPMAI[MOHHON CHCTEMBI B DJIEKTPOHHOM JKYpHAIIE
obparennit. ConepkaHue IITEKTPOHHOTO XKypHaIa OGpaIIeH M TIEPHOINYECKH IPOBEPSETCS
JOJDKHOCTHBIM  JTMIIOM (paOOTHHKOM), OTBETCTBEHHLIM 3a OOECIIeueHHEe Oe30IaCHOCTH
IIEPCOHANIBHBIX TaHHBIX.

14. Ilpu oOHapy:XeHHH HapyIUEHUH MOPSAKA PEIOCTABICHHS HEPCOHATBHBIX JAHHBIX
00pa3oBaTENbHOE  YUPEXKICHHE HE3aMETHTENFHO IIPHOCTAHABIMBACT —IPEHOCTABICHHE



TepCOHABHBIX JTAHHBIX IOB30BATENAM HHYOPMAHOHHOM CHCTEMBI 10 BBIABJICHHAS PUIHH
HapylIeHU U yCTPaHEHUs 9TUX IPUYHUH.

15. Peanu3anus Tpe6oBanuii 10 0OecneueH o 6e30nacHOCTH uH(OpMAIMHK B CPEICTBAX
3ampTHl HHGOPMAIUH BO3/IaracTcs Ha X Pa3pabOTIMKOB.

16. K cpencteaM 3amuThl HHQOpMALMH, IpeIHA3HAYCHHBIM UL obecreyeHus
6e30MacHOCTH TEPCOHATBHBIX JaHHBIX NpH UX 00paboTKe B MHQPOPMAIMOHHBIX CHCTEMaXx,
TIPMIIATAIOTCS [PaBHiIa NOJIb30BAHMS STHUMHU CPEICTBAMH, COTNIACOBAHHBIC C denepanbHOH
CTyX00¥ IO TEXHAYECKOMY H OKCIOPTHOMY KOHTPOJIO H denepanbHON  CITyXKOOH
6esomacHocTH Poccuiickoit Peepanuy B peesax UX MOJHOMOYHH.

VI3MeHeHHe YCIOBHH MPUMEHEHHs! CPEICTB 3alMThl HHPOPMAIMH, MPELyCMOTPCHHBIX

yKa3aHHBIMH ~ [IPAaBUJIAMM, COIJIACOBBIBAETCA C  OTHMH (enepanbHBIME  OpraHaMH
HCIIONHATEIEHON BIACTH B IIpe/ieNiax UX IOTHOMOYHH.
17. CpencrBa 3amuTel MH(GOpPMALUM, NPEAHA3HAYCHHBIC UL obecreueHust 0€30IMaCHOCTH
epCOHATBHBIX TAHHBIX [IPH MX 00paboTkKe B HHPOPMALMOHHDBIX CHCTEMAX, IOUIEKAT YUCTY C
HCIIONTB30BAHMEM HHIEKCOB MM YCJIOBHBIX HAMMEHOBAHMH M PETHCTPAHOHHBIX HOMEDOB.
IlepeueHb MHIEKCOB, YCIOBHBIX HAMMEHOBAHHUA 1 PETHCTPAlMOHHBIX HOMEPOB ONPEACIICTCA
denepanpHO CyKO0# 1O TEXHMYECKOMY H OKCIOPTHOMY KOHTPOJIO M denepaabHOH
ciyx6oi 6esomacHocTr Poccuiickoit @enepanny B Npeaenax ux [IOJTHOMOYHH.



